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Warning

This python project is not fully baked yet. When a full major version is bumped we will consider it functional. Until then enjoy reading the docs.
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Installation

At the command line:

pip install knox
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Usage

To use knox in a project:

import knox
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knox


	
class knox.Knox(ctx: dict)[source]

	Bases: object

Composite class for Knox package


	
attach(engine_name: str) → bool[source]

	Instantiate an additional store






	
conf

	Access to the knox Conf object






	
settings

	Access to the Dynaconf settings object






	
store

	Access to the default store engine






	
stores(engine_name: str = None) → knox.backend.store.Store[source]

	Retrieve a named store, otherwise the default store
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knox.backend

Apache Software License 2.0

Copyright (c) 2020, 8x8, Inc.

Licensed under the Apache License, Version 2.0 (the “License”);
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

https://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an “AS IS” BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.


	
class knox.backend.Store(settings, engine_name: str = 'vault')[source]

	Bases: object

Abstract class to generalize access to the different stores


	
_engine_map = {'aws': <class 'knox.backend.store_acm.ACMStoreEngine'>, 'file': <class 'knox.backend.store_file.FileStoreEngine'>, 'vault': <class 'knox.backend.store_vault.VaultStoreEngine'>}

	




	
delete(path: str, name: str) → bool[source]

	Remove the object from the store






	
find(pattern: str) → list[source]

	Given a pattern, return collection of all objects
Search patterns : abc.8x8.com, abc.8x8.com/, 8x8.com/






	
get(path: str, name: str, type=None) → knox.backend.store_object.StoreObject[source]

	Given path read object






	
save(obj: knox.backend.store_object.StoreObject) → bool[source]

	Save the given object to persistence






	
subjectaltfind(pattern: str) → list[source]

	Fetch the certificate information based on subject alternative name










	
class knox.backend.StoreObject(name: str, path: str, body: str, info: str, type=None)[source]

	Bases: object

Metadata interface for objects being persisted in a backend


	
_body = None

	Content that will be persisted






	
_data = None

	Complete map of object






	
_info = None

	Metadata about the object being stored






	
_mount = None

	Mount point






	
_name = None

	Name of the objects store key






	
_path = None

	Path from store mount point to find store key






	
_type = None

	A way to classify StoreObjects






	
_version = None

	Store revision






	
body

	Content to persist, typically JSON






	
data

	




	
info

	Object metadata






	
static md5(obj: {}) → str[source]

	




	
name

	Object name






	
path

	Path attribute






	
path_name

	Convenience method to generate path/name for store






	
type

	




	
version

	Object version










	
class knox.backend.StoreEngine[source]

	Bases: object

The abstract persistence strategy for storing the certificates


	
close() → bool[source]

	Close access to the persistence






	
delete(path: str, name: str) → bool[source]

	Delete from the store






	
initialize() → bool[source]

	Ensure the store is configured properly






	
open() → bool[source]

	Initialize access to the persistence






	
read(path: str, name: str, type=None) → knox.backend.store_object.StoreObject[source]

	Read from the store






	
write(obj: knox.backend.store_object.StoreObject) → bool[source]

	Write to the store










	
class knox.backend.VaultStoreEngine(settings)[source]

	Bases: knox.backend.store_engine.StoreEngine

Vault implementation of the StoreEngine interface


	
close() → bool[source]

	Ensure we close the vault connection






	
delete(path: str, name: str) → bool

	Delete from the store






	
find(pattern) → list[source]

	Search certificate info for a given search pattern


	Parameters

	pattern (str) – Search glob pattern
ex: , abc.8x8.com, abc.8x8.com/, 8x8.com/*



	Returns

	list










	
initialize() → bool[source]

	Ensure the Vault client is initialized






	
open() → bool[source]

	Ensure the Vault client is connected






	
read(path: str, name: str, type=None) → knox.backend.store_object.StoreObject[source]

	Using the provided path and name retrieve the data from the store and create a new StoreObject


	Parameters

	
	path (str) – Store path to the object


	name (str) – Name of the object to retrieve


	type (str) – StoreObject type, if known






	Returns

	StoreObject










	
write(obj: knox.backend.store_object.StoreObject) → bool[source]

	Given a StoreObject, store it into vault using mount/path/name == body,info


	Parameters

	obj (StoreObject) – The StoreObject to persist



	Returns

	bool














	
class knox.backend.VaultClient(settings: dynaconf.base.LazySettings)[source]

	Bases: object

Client commands not available via hvac


	
_VaultClient__headers = {'Content-Type': 'application/json', 'X-Vault-Token': ''}

	




	
__approle = None

	Application Role ID






	
__mount = None

	Engine mount path






	
__mounts = None

	Map of Vault mounts






	
__secretid = None

	Application Role Secret ID






	
__token = None

	Auth token






	
__url = None

	Vault server URL






	
_get(path: str) → <module 'json' from '/home/docs/.pyenv/versions/3.7.9/lib/python3.7/json/__init__.py'>[source]

	GET REST API wrapper method


	Parameters

	path (String) – Vault API to query



	Returns

	JSON paylod










	
_post(path: str, data: <module 'json' from '/home/docs/.pyenv/versions/3.7.9/lib/python3.7/json/__init__.py'>) → <module 'json' from '/home/docs/.pyenv/versions/3.7.9/lib/python3.7/json/__init__.py'>[source]

	POST REST API wrapper method


	Parameters

	
	path (String) – Vault API to change or create


	data (JSON) – Required request body






	Returns

	requests.Response object










	
_put(path: str, data: <module 'json' from '/home/docs/.pyenv/versions/3.7.9/lib/python3.7/json/__init__.py'>) → requests.models.Response[source]

	PUT REST API wrapper method


	Parameters

	
	path (String) – Vault API to change or create


	data (JSON) – Required request body






	Returns

	requests.Response object










	
connect() → bool[source]

	Knox uses an approle scheme to authenticate with Vault. This requires fetching a fresh, short lived, API
token for every call to the API.






	
get_mounts() → <module 'json' from '/home/docs/.pyenv/versions/3.7.9/lib/python3.7/json/__init__.py'>[source]

	Refresh set of mounts from Vault


	Returns

	JSON










	
initialize() → bool[source]

	During initialization, if in admin mode, ensure the kv mount point has been registered with Vault. To enable
admin mode use the hidden param –admin with any command.

knox –admin store find






	
logout() → bool[source]

	




	
match = 'False'

	




	
mount

	




	
new_mount(mount: str) → bool[source]

	Will create a vault mount of type k/v V2 if it doesn’t exist


	Parameters

	mount (String) – Name of the Vault K/V Secret Engine



	Returns

	Boolean










	
read(path: str, name: str, type: str = None) → tuple[source]

	Given a path and name retrieve a tuple of dictionaries to create a StoreObject
cert_body
cert_info


	Parameters

	
	path (str) – The path where the StoreObjects data is stored


	name (str) – Name of the StoreObject to retrieve


	type (str) – The type of StoreObject i.e. PEM













	
search(rootpath: str, rootkey: str, searchresults: list, pattern: str = None) → list[source]

	Search for ‘cert_info’ for a given vault path


	Parameters

	
	rootpath (str) – Beginning search path


	rootkey (str) – Used to get commonname from search path


	searchresults (list) – Stores the search results..default is empty


	pattern (str) – Unaltered search pattern






	Returns

	list










	
token

	




	
upsert(obj: knox.backend.store_object.StoreObject) → bool[source]

	Given a StoreObject create or update it into Vault. Metadata and content are stored separately to allow
querying of non sensitive details.



	param obj

	The object to store



	type obj

	StoreObject



	return

	Boolean













	
url

	








	
class knox.backend.FileStoreEngine(settings)[source]

	Bases: knox.backend.store_engine.StoreEngine


	
close() → bool

	Close access to the persistence






	
delete(path: str, name: str) → bool

	Delete from the store






	
initialize() → bool

	Ensure the store is configured properly






	
open() → bool

	Initialize access to the persistence






	
read(path: str, name: str, type=None) → knox.backend.store_object.StoreObject

	Read from the store






	
write(obj: knox.backend.store_object.StoreObject) → bool

	Write to the store
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knox.certificate

Apache Software License 2.0

Copyright (c) 2020, 8x8, Inc.

Licensed under the Apache License, Version 2.0 (the “License”);
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

https://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an “AS IS” BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.


	
class knox.certificate.Cert(settings: dynaconf.base.LazySettings, common_name=None)[source]

	Bases: knox.backend.store_object.StoreObject

Object representation of a TLS certificate


	
class CertTypes[source]

	Bases: enum.Enum

An enumeration.


	
DER = 2

	




	
PEM = 1

	




	
PFX = 3

	




	
valid = <bound method Cert.CertTypes.valid of <enum 'CertTypes'>>[source]

	








	
DER = 2

	




	
PEM = 1

	




	
PFX = 3

	




	
_body = None

	String representation of private, chain and public portions of certificate as a map/json






	
_common_name = None

	Defaults to value from certificate






	
_data = None

	Combined body and info map






	
_file = None

	Raw file contents of certificate






	
_info = None

	Certificate details






	
_jinja = None

	Template engine






	
_mount = None

	Based on certificate its mount is either KNOX_VAULT_MOUNT or KNOX_VAULT_MOUNT/client






	
_path = None

	Objects stored using <mount><path><name><type>






	
_policy = None

	Vault access policy, gen from jinja template, explicit to instance of cert






	
_type = None

	Certificate type identifier






	
_x509 = None

	Parsed data object from raw file






	
body() → str[source]

	Content to persist, typically JSON






	
chain

	Unless its a dict, its not loaded yet






	
data

	Content to persist, typically JSON






	
generate() → None[source]

	Generate certificate for a given common name






	
info() → str[source]

	Object metadata






	
isValid() → bool[source]

	Check certificate validity period






	
issuer() → str[source]

	Return the certificate issuer details






	
key_details() → str[source]

	Return characteristics of key used to generate the certificate






	
load(pub: str, key: str, certtype: enum.Enum = <CertTypes.PEM: 1>, chain: str = None) → None[source]

	Read in components of a certificate, given filename paths for each


	Parameters

	
	pub (str) – File name of public portion of key


	key (str) – File name of private portion of key


	chain (str) – File name of intermediate certificates. Optional as they could be in pub


	certtype (Enum) – Enum of certificate types [PEM=1, DER=2]













	
load_x509(path: str) → None[source]

	Given path to PEM x509 read in certificate


	Parameters

	path (str) – File path to x509 PEM file










	
static md5(obj: {}) → str

	




	
mount

	




	
name

	Object name






	
path

	Path attribute






	
path_name

	Convenience method to generate path/name for store






	
policy() → str[source]

	




	
policy_mount

	




	
private

	Unless its a dict, its not loaded yet






	
public

	Convenience method for Jinja2 templates. Jinja2 does not process the string if it has carriage returns.






	
subject() → str[source]

	Return the certificate subject details






	
subjectaltnames() → str[source]

	Return Subject alternate names






	
static to_store_path(common_name: str) → str[source]

	Generate a backend store path based on the certificates common name
www.example.com becomes /com/example/www



	return

	str













	
type

	




	
classmethod valid_name(value: str) → str[source]

	Some engines might have problems with astrix, as they are used for glob searching and or RBAC.
Replace it with the key word ‘wildcard’. This does not affect the actual certificate.






	
validity() → str[source]

	Return the certificates dates of validity






	
version

	Object version
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knox.config

Apache Software License 2.0

Copyright (c) 2020, 8x8, Inc.

Licensed under the Apache License, Version 2.0 (the “License”);
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

https://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an “AS IS” BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.


	
class knox.config.Conf(loglevel=None)[source]

	Bases: object

Manage application settings


	
_banner = '\n______ __\n___  //_/________________  __\n__  ,<  __  __ \\  __ \\_  |/_/\n_  /| | _  / / / /_/ /_>  <\n/_/ |_| /_/ /_/\\____//_/|_|\n'

	




	
classmethod log_filter(record) → bool[source]

	




	
log_level = 'INFO'

	




	
classmethod set_loglevel(level: str) → None[source]

	




	
settings

	




	
version

	










          

      

      

    

  

  
    

    Contributing
    

    
 
  

    
      
          
            
  
Contributing

Contributions are welcome, and they are greatly appreciated! Every
little bit helps, and credit will always be given.


Bug reports

When reporting a bug [https://github.com/8x8cloud/knox/issues] please include:



	Your operating system name and version.


	Any details about your local setup that might be helpful in troubleshooting.


	Detailed steps to reproduce the bug.









Documentation improvements

knox could always use more documentation, whether as part of the
official knox docs, in docstrings, or even on the web in blog posts,
articles, and such.



Feature requests and feedback

The best way to send feedback is to file an issue at https://github.com/8x8cloud/knox/issues.

If you are proposing a feature:


	Explain in detail how it would work.


	Keep the scope as narrow as possible, to make it easier to implement.


	Remember that this is a volunteer-driven project, and that code contributions are welcome :)






Development

To set up knox for local development:


	Fork knox [https://github.com/8x8cloud/knox]
(look for the “Fork” button).


	Clone your fork locally:

git clone git@github.com/8x8cloud/knox.git







	Create a branch for local development:

git checkout -b name-of-your-bugfix-or-feature





Now you can make your changes locally.



	When you’re done making changes run all the checks and docs builder with tox [https://tox.readthedocs.io/en/latest/install.html] one command:

tox







	Commit your changes and push your branch to GitHub:

git add .
git commit -m "Your detailed description of your changes."
git push origin name-of-your-bugfix-or-feature







	Submit a pull request through the GitHub website.





Pull Request Guidelines

If you need some code review or feedback while you’re developing the code just make the pull request.

For merging, you should:


	Include passing tests (run tox) 1.


	Update documentation when there’s new API, functionality etc.


	Add a note to CHANGELOG.rst about the changes.


	Add yourself to AUTHORS.rst.





	1

	If you don’t have all the necessary python versions available locally you can rely on Travis - it will
run the tests [https://travis-ci.org/ljohnson/knox/pull_requests] for each change you add in the pull request.

It will be slower though …







Tips

To run a subset of tests:

tox -e envname -- pytest -k test_myfeature





To run all the test environments in parallel (you need to pip install detox):

detox
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Changelog


0.0.0 (2020-05-08)


	First release on PyPI.
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  All modules for which code is available

	knox.backend.store

	knox.backend.store_engine

	knox.backend.store_file

	knox.backend.store_object

	knox.backend.store_vault

	knox.certificate.cert

	knox.config.conf

	knox.knox




          

      

      

    

  

  
    
    knox.knox
    

    
 
  

    
      
          
            
  Source code for knox.knox

"""
Apache Software License 2.0

Copyright (c) 2020, 8x8, Inc.

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

https://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License."""
from . import backend as backend
from . import config as config


[docs]class Knox:
    """Composite class for Knox package"""
    _conf: config.Conf
    _store: backend.Store
    _stores: dict
    _ctx: dict

    def __init__(self, ctx: dict) -> None:
        """Constructor for Knox """
        self._ctx = ctx
        self._conf = config.Conf(ctx.obj['LOG_LEVEL'])
        self._conf.settings.set('CTX', ctx)
        self._store = backend.Store(self._conf.settings)
        self._stores = {}

    @property
    def settings(self) -> config.Conf.settings:
        """Access to the Dynaconf settings object"""
        return self._conf.settings

    @property
    def conf(self) -> config.Conf:
        """Access to the knox Conf object"""
        return self._conf

    @property
    def store(self) -> backend.Store:
        """Access to the default store engine"""
        return self._store

[docs]    def stores(self, engine_name: str = None) -> backend.Store:
        """Retrieve a named store, otherwise the default store"""
        return self._stores[engine_name] if engine_name is not None else self._store


[docs]    def attach(self, engine_name: str) -> bool:
        """Instantiate an additional store"""
        self._stores[engine_name] = backend.Store(self._conf.settings, engine_name)






          

      

      

    

  

  
    
    knox.backend.store
    

    
 
  

    
      
          
            
  Source code for knox.backend.store

"""
Apache Software License 2.0

Copyright (c) 2020, 8x8, Inc.

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

https://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License."""
from loguru import logger

from .store_acm import ACMStoreEngine
from .store_engine import StoreEngine
from .store_file import FileStoreEngine
from .store_object import StoreObject
from .store_vault import VaultStoreEngine


[docs]class Store:
    """Abstract class to generalize access to the different stores"""
    _engine: StoreEngine
    _engine_name: str
    _engine_map = {
        'vault': VaultStoreEngine,
        'file': FileStoreEngine,
        'aws': ACMStoreEngine
    }

    def __init__(self, settings, engine_name: str = "vault") -> None:
        """Dynamically load StoreEngine type from .env via Dynaconf
        KNOX_STORE_ENGINE=[vault,file,aws]

        :param settings: Dynaconf LazySettings
        :type settings: dynaconf.LazySettings
        :param engine_name: String indicating which StoreEngine to instantiate
        :type engine_name: String
        """
        try:
            self._engine_name = engine_name if engine_name is not None else settings.STORE_ENGINE
            self._engine = self._engine_map.get(self._engine_name).__call__(settings)
        except Exception:
            logger.error(
                f'StoreEngineFailure KNOX_STORE_ENGINE={self._engine_name} is invalid. Valid options are {self._engine_map.keys()}')  # noqa: E501
            raise

        self._engine.settings = settings
        logger.debug(f'Loaded {self._engine.__class__}')

[docs]    def save(self, obj: StoreObject) -> bool:
        """Save the given object to persistence"""
        return self._engine.write(obj)


[docs]    def get(self, path: str, name: str, type=None) -> StoreObject:
        """Given path read object"""
        return self._engine.read(path, name, type)


[docs]    def delete(self, path: str, name: str) -> bool:
        """Remove the object from the store"""
        """[TODO 5/13/20] ljohnson implement soft delete and hard deletes"""
        return self._engine.delete(path, name)


[docs]    def find(self, pattern: str) -> list:
        """Given a pattern, return collection of all objects
           Search patterns : abc.8x8.com, abc.8x8.com/*, 8x8.com/*
        """
        return self._engine.find(pattern)


[docs]    def subjectaltfind(self, pattern: str) -> list:
        """Fetch the certificate information based on subject alternative name
        """
        return self._engine.subjectaltfind(pattern)






          

      

      

    

  

  
    
    knox.backend.store_engine
    

    
 
  

    
      
          
            
  Source code for knox.backend.store_engine

"""
Apache Software License 2.0

Copyright (c) 2020, 8x8, Inc.

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

https://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License."""
from .store_object import StoreObject


[docs]class StoreEngine:
    """The abstract persistence strategy for storing the certificates """
    settings: object

    def __init__(self) -> None:
        """Constructor for StoreEngine"""

[docs]    def open(self) -> bool:
        """Initialize access to the persistence"""
        pass


[docs]    def close(self) -> bool:
        """Close access to the persistence"""
        pass


[docs]    def initialize(self) -> bool:
        """Ensure the store is configured properly"""
        pass


[docs]    def read(self, path: str, name: str, type=None) -> StoreObject:
        """Read from the store"""
        pass


[docs]    def write(self, obj: StoreObject) -> bool:
        """Write to the store"""
        pass


[docs]    def delete(self, path: str, name: str) -> bool:
        """Delete from the store"""
        pass






          

      

      

    

  

  
    
    knox.backend.store_file
    

    
 
  

    
      
          
            
  Source code for knox.backend.store_file

"""
Apache Software License 2.0

Copyright (c) 2020, 8x8, Inc.

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

https://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License."""
import os  # noqa: F401

from loguru import logger

from .store_engine import StoreEngine


[docs]class FileStoreEngine(StoreEngine):
    """"""
    __file_home: str

    def __init__(self, settings) -> None:
        """Constructor for FileStore"""
        super().__init__()
        self.__file_home = settings.FILE_HOME
        logger.debug(f'📂 File backend configuration loaded. {self.__file_home}')





          

      

      

    

  

  
    
    knox.backend.store_object
    

    
 
  

    
      
          
            
  Source code for knox.backend.store_object

"""
Apache Software License 2.0

Copyright (c) 2020, 8x8, Inc.

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

https://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License."""
import hashlib
import json


[docs]class StoreObject:
    """Metadata interface for objects being persisted in a backend"""
    _name: str     #: Name of the objects store key
    _path: str     #: Path from store mount point to find store key
    _body: str     #: Content that will be persisted
    _info: str     #: Metadata about the object being stored
    _type: str     #: A way to classify StoreObjects
    _data: {}      #: Complete map of object
    _mount: str    #: Mount point
    _version: int  #: Store revision

    def __init__(self, name: str, path: str, body: str, info: str, type=None) -> None:
        """Constructor for StoreObject"""

        self._name = name
        self._path = path
        self._body = body
        if type:
            self._type = type
        self._info = info

    @property
    def name(self) -> str:
        """Object name"""
        return self._name

    @property
    def path(self) -> str:
        """Path attribute"""
        return self._path

    @property
    def path_name(self) -> str:
        """Convenience method to generate path/name for store"""
        if not self._type:
            pathname = self._path + "/" + self._name
        else:
            pathname = self._path + "/" + self._name + "/" + self._type
        return pathname

    @property
    def body(self) -> str:
        """Content to persist, typically JSON"""
        return self._body

    @property
    def info(self) -> str:
        """Object metadata"""
        return self._info

    @property
    def data(self) -> {}:
        return self._data

    def md5(self) -> str:  # noqa F811
        return hashlib.md5(json.dumps(self._data, sort_keys=True).encode('utf-8')).hexdigest()

[docs]    @staticmethod
    def md5(obj: {}) -> str: # noqa F811
        return hashlib.md5(json.dumps(obj, sort_keys=True).encode('utf-8')).hexdigest()


    @property
    def type(self) -> str:
        if hasattr(self, "_type"):
            return self._type
        else:
            return None

    @type.setter
    def type(self, value) -> None:
        self._type = value

    @property
    def version(self) -> int:
        """Object version"""
        return self._version

    @name.setter
    def name(self, value: str) -> None:
        self._name = value

    @path.setter
    def path(self, value: str) -> None:
        self._path = value

    @body.setter
    def body(self, value: str) -> None:
        self._body = value

    @info.setter
    def info(self, value: str) -> None:
        self._info = value

    @type.setter
    def type(self, value: str) -> None:
        self._type = value

    @version.setter
    def version(self, value: int) -> None:
        self._version = value





          

      

      

    

  

  
    
    knox.backend.store_vault
    

    
 
  

    
      
          
            
  Source code for knox.backend.store_vault

"""
Apache Software License 2.0

Copyright (c) 2020, 8x8, Inc.

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

https://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License."""
import json
import sys
from datetime import datetime

import hvac
import requests
import validators
from dynaconf import LazySettings
from loguru import logger

from .store_engine import StoreEngine
from .store_object import StoreObject


[docs]class VaultClient:
    """Client commands not available via hvac"""

    __vault_client: hvac.Client

    __headers = {'Content-Type': 'application/json',
                 'X-Vault-Token': ''}
    __url: str            #: Vault server URL
    __token: str          #: Auth token
    __approle: str        #: Application Role ID
    __secretid: str       #: Application Role Secret ID
    __mount: str          #: Engine mount path
    __mounts: json        #: Map of Vault mounts

    match = 'False'

    def __init__(self, settings: LazySettings) -> None:
        """Constructor for VaultClient"""
        self.__url = settings.VAULT_URL
        self.__approle = settings.VAULT_APPROLE
        self.__secretid = settings.VAULT_SECRET_ID
        self.__mount = settings.VAULT_MOUNT
        self.__mounts = {}
        self.__vault_client = hvac.Client(url=self.__url)
        self.__settings = settings

[docs]    def initialize(self) -> bool:
        """During initialization, if in admin mode, ensure the kv mount point has been registered with Vault. To enable
        admin mode use the hidden param --admin with any command.

        knox --admin store find
        """
        if self.__settings.CTX.obj['ADMIN_MODE']:
            return self.new_mount(mount=self.mount)
        else:
            return self.connect()


[docs]    def connect(self) -> bool:
        """Knox uses an approle scheme to authenticate with Vault. This requires fetching a fresh, short lived, API
        token for every call to the API."""
        try:
            logger.trace(f'Connecting to Vault approle: {self.__approle} secret_id: {self.__secretid}')
            resp = self.__vault_client.auth.approle.login(role_id=self.__approle, secret_id=self.__secretid, use_token=True)
            self.__token = resp['auth']['client_token']
            logger.trace(f'client_token: {self.__token}')
            self.__headers['X-Vault-Token'] = self.__token
        except requests.exceptions.ConnectionError as err:
            logger.error(f'Failed to connect to {self.__url}: {err}')
            sys.exit(2)
        except hvac.exceptions.VaultError as err:
            logger.error(f'Failed to authenticate with Vault {err}')
            sys.exit(2)
        else:
            return True


    @property
    def url(self) -> str:
        return self.__url

    @property
    def mount(self) -> str:
        return self.__mount

    @property
    def token(self) -> str:
        return self.__token

[docs]    def logout(self) -> bool:
        return self.__vault_client.logout()


[docs]    def _get(self, path: str) -> json:
        """GET REST API wrapper method

            :param path: Vault API to query
            :type path: String
            :return: JSON paylod
        """
        try:
            """Connect refreshes the temp Vault auth token"""
            self.connect()
            response = requests.get(url=f'{self.__url}{path}', headers=self.__headers)
            response.raise_for_status()

            return json.loads(response.content.decode('utf-8'))

        except requests.exceptions.HTTPError as errh:
            logger.error(f'Http Error: {errh}')
        except requests.exceptions.ConnectionError as errc:
            logger.error(f'Error Connecting: {errc}')
        except requests.exceptions.Timeout as errt:
            logger.error(f'Timeout Error: {errt}')
        except requests.exceptions.RequestException as err:
            logger.error(f'Error: {err}')


[docs]    def _post(self, path: str, data: json) -> json:
        """POST REST API wrapper method

            :param path: Vault API to change or create
            :type path: String
            :param data: Required request body
            :type data: JSON
            :return: requests.Response object
        """
        try:
            """Connect refreshes the temp Vault auth token"""
            self.connect()
            response = requests.post(url=f'{self.__url}{path}', headers=self.__headers, data=data)
            response.raise_for_status()

            return json.loads(response.content.decode('utf-8'))

        except requests.exceptions.HTTPError as errh:
            logger.error(f'Http Error: {errh}')
        except requests.exceptions.ConnectionError as errc:
            logger.error(f'Error Connecting: {errc}')
        except requests.exceptions.Timeout as errt:
            logger.error(f'Timeout Error: {errt}')
        except requests.exceptions.RequestException as err:
            logger.error(f'Error: {err}')


[docs]    def _put(self, path: str, data: json) -> requests.Response:
        """PUT REST API wrapper method

            :param path: Vault API to change or create
            :type path: String
            :param data: Required request body
            :type data: JSON
            :return: requests.Response object
        """
        try:
            """Connect refreshes the temp Vault auth token"""
            self.connect()
            response = requests.put(url=f'{self.__url}{path}', headers=self.__headers, data=data)
            response.raise_for_status()

            return response

        except requests.exceptions.HTTPError as errh:
            logger.error(f'Http Error: {errh}')
        except requests.exceptions.ConnectionError as errc:
            logger.error(f'Error Connecting: {errc}')
        except requests.exceptions.Timeout as errt:
            logger.error(f'Timeout Error: {errt}')
        except requests.exceptions.RequestException as err:
            logger.error(f'Error: {err}')


[docs]    def get_mounts(self) -> json:
        """Refresh set of mounts from Vault

            :return: JSON
        """
        self.__mounts = self._get("/v1/sys/mounts")
        return self.__mounts


[docs]    def new_mount(self, mount: str) -> bool:
        """Will create a vault mount of type k/v V2 if it doesn't exist

            :param mount: Name of the Vault K/V Secret Engine
            :type mount: String
            :return: Boolean
        """
        self.__mounts = self._get("/v1/sys/mounts")
        logger.trace(f'{self.__class__}::new_mount {self.__mounts}')
        if self.__mounts and f'{mount}/' not in self.__mounts['data'].keys():
            logger.info(f'Vault mount {self.__url}/v1/sys/mounts/{mount} does not exist, creating')
            self._put(f'/v1/sys/mounts/{mount}', '{"type": "kv-v2"}')
            self.__mounts = self._get("/v1/sys/mounts")
        return bool(self.__mounts)


[docs]    def upsert(self, obj: StoreObject) -> bool:
        """Given a StoreObject create or update it into Vault. Metadata and content are stored separately to allow
        querying of non sensitive details.

            :param obj: The object to store
            :type obj: StoreObject
            :return: Boolean
        """
        client = self.__vault_client
        if validators.domain(obj.name):
            mp = self.mount
            op = obj.path_name
        else:
            mp = f'{self.mount}'
            op = f'client/{obj.name}/{obj.type}'

        policyname = ""

        try:
            self.connect()
            logger.trace(f'updating secret {mp}/{op}/cert_body')
            client.secrets.kv.v2.create_or_update_secret(path=f'{op}/cert_body',
                                                         mount_point=mp,
                                                         secret=obj.data['cert_body'])

            self.connect()
            logger.trace(f'updating secret {mp}/{op}/cert_info')
            client.secrets.kv.v2.create_or_update_secret(path=f'{op}/cert_info',
                                                         mount_point=mp,
                                                         secret=obj.data['cert_info'])
            self.connect()
            list_policies_resp = client.sys.list_policies()['data']['policies']
            if 'commonName' in obj.data['cert_info']['subject']:
                commonname = obj.data['cert_info']['subject']['commonName']
            else:
                commonname = obj.name

            policyname = f'knox-read-{commonname}'
            if policyname in list_policies_resp:
                pass
            else:
                policy = obj.data['cert_policy']
                logger.debug(f'Creating explict read access policy {policyname} for {op}/cert_body')
                logger.trace(f'{self.__class__}::upsert {policyname}:\n{policy}')
                self.connect()
                client.sys.create_or_update_policy(name=policyname, policy=policy)

        except hvac.exceptions.Forbidden as ve:
            policyphrase = ""
            if len(policyname) > 0:
                policyphrase = f'and or {policyname}'
            logger.error(f'Permission denied writing {op} {policyphrase}: {ve}')
            sys.exit(2)
        except hvac.exceptions.InvalidPath as ve:
            policyphrase = ""
            if len(policyname) > 0:
                policyphrase = f'and or {policyname}'
            logger.error(f'Path invalid for {op} {policyphrase}: {ve}')
            sys.exit(2)
        except hvac.exceptions.Unauthorized as ve:
            policyphrase = ""
            if len(policyname) > 0:
                policyphrase = f'and or {policyname}'
            logger.error(f'Credentials not authorized to write {op} {policyphrase}: {ve}')
            sys.exit(2)
        except Exception as vex:
            logger.error(f'Failed to write StoreObject to Vault {vex}')
            sys.exit(2)
        else:
            logger.info(f'Successfully stored {op} and {policyname}')
            return True


[docs]    def read(self, path: str, name: str, type: str = None) -> tuple:
        """Given a path and name retrieve a tuple of dictionaries to create a StoreObject
            cert_body
            cert_info

            :param path: The path where the StoreObjects data is stored
            :type path: str
            :param name: Name of the StoreObject to retrieve
            :type name: str
            :param type: The type of StoreObject i.e. PEM
            :type type: str
        """
        client = self.__vault_client
        if type:
            fullpathbody = f'{path}/{name}/{type}/cert_body'
            fullpathinfo = f'{path}/{name}/{type}/cert_info'
        else:
            fullpathbody = f'{path}/{name}/cert_body'
            fullpathinfo = f'{path}/{name}/cert_info'

        try:
            self.connect()
            logger.trace(f'Attempting to read \n\tbody:{fullpathbody}\n\tinfo:{fullpathinfo}')
            logger.trace(f'client.url: {client.url}')
            logger.trace(f'mount: {self.mount}')
            certbody = client.secrets.kv.v2.read_secret_version(path=fullpathbody, mount_point=self.mount)
            self.connect()
            certinfo = client.secrets.kv.v2.read_secret_version(path=fullpathinfo, mount_point=self.mount)
            return certbody, certinfo

        except hvac.exceptions.Forbidden as ve:
            logger.error(f'Permission denied reading {path}/{name}: {ve}')
            sys.exit(2)
        except hvac.exceptions.InvalidPath as ve:
            logger.error(f'Path invalid for {path}/{name}: {ve}')
            sys.exit(2)
        except hvac.exceptions.Unauthorized as ve:
            logger.error(f'Credentials not authorized to read {path}/{name}: {ve}')
            sys.exit(2)


[docs]    def search(self, rootpath: str, rootkey: str, searchresults: list, pattern: str = None) -> list:
        """Search for 'cert_info' for a given vault path

            :param rootpath: Beginning search path
            :type rootpath: str
            :param rootkey: Used to get commonname from search path
            :type rootkey: str
            :param searchresults: Stores the search results..default is empty
            :type searchresults: list
            :param pattern: Unaltered search pattern
            :type pattern: str
            :return: list
        """
        try:
            client = self.__vault_client
            self.connect()
            rootpath = rootpath.replace('//', '/')
            logger.trace(f'Searching {rootpath}')
            secrets = client.secrets.kv.list_secrets(path=rootpath, mount_point=self.mount)
            secrets_keys = secrets.get('data').get('keys')
            if isinstance(secrets_keys, list):
                if 'cert_info' not in secrets_keys:
                    for key in secrets_keys:
                        subpaths = rootpath + key
                        self.search(rootpath=subpaths, rootkey=key, pattern=pattern, searchresults=searchresults)
                else:
                    cert_info_path = rootpath + "cert_info"
                    cert_common_name = rootpath.split('/')[-3]
                    self.connect()
                    cert_info = client.secrets.kv.v2.read_secret_version(path=cert_info_path,
                                                                         mount_point=self.mount)['data']['data']
                    cert_info_str = json.dumps(cert_info)

                    logger.trace(f'does {pattern} match {cert_info_str}')
                    if len(cert_info.keys()) > 0 and (pattern == "*" or cert_info_str.find(pattern) > 0):
                        logger.trace(f'yes, {pattern} matches {cert_info_str}')
                        current_date = datetime.now()
                        cert_expiry_date = datetime.strptime(cert_info['validity']['not_valid_after'],
                                                             '%Y-%m-%d %H:%M:%S')
                        days_to_expire = cert_expiry_date - current_date
                        results_dict = {'common_name': cert_common_name,
                                        'vault_cert_path': f'/{self.mount}{rootpath}',
                                        'cert_issue_date': cert_info['validity']['not_valid_before'],
                                        'cert_expiry_date': cert_info['validity']['not_valid_after'],
                                        'days_to_expire': days_to_expire.days
                                        }
                        if 'commonName' in cert_info['issuer']:
                            results_dict['issuer'] = cert_info['issuer']['commonName']
                        else:
                            results_dict['issuer'] = ""

                        if 'alternativeNames' in cert_info['subject']:
                            results_dict['alternativeNames'] = cert_info['subject']['alternativeNames']
                        else:
                            results_dict['alternativeNames'] = ""

                        searchresults.append(results_dict)
                    else:
                        logger.trace(f'no, {pattern} not found {cert_info_path}')
        except requests.exceptions.ConnectionError as ve:
            logger.error(f'Failed to connect to {self.__url}: {ve}')
            sys.exit(2)
        except hvac.exceptions.Forbidden as ve:
            logger.error(f'Permission denied for reading from {rootpath}: {ve}')
            sys.exit(2)
        except hvac.exceptions.InvalidPath as ve:
            logger.error(f'Path not found for {rootpath}: {ve}')
            sys.exit(2)
        except hvac.exceptions.Unauthorized as ve:
            logger.error(f'Credentials not authorized to access {rootpath}: {ve}')
            sys.exit(2)
        else:
            return searchresults




[docs]class VaultStoreEngine(StoreEngine):
    """Vault implementation of the StoreEngine interface"""
    __client: VaultClient

    def __init__(self, settings) -> None:
        """Constructor for VaultStoreEngine"""
        super().__init__()
        self._settings = settings
        self.__client = VaultClient(settings)
        logger.debug(f'🔐 Vault backend configuration loaded. {self.__client.url}')
        if self.initialize():
            logger.debug("🔐 Vault backend initialized.")
        else:
            logger.error(f'🛑 Failed to connect to Vault {self.__client.url}')

[docs]    def initialize(self) -> bool:
        """Ensure the Vault client is initialized"""
        return self.__client.initialize()


[docs]    def open(self) -> bool:
        """Ensure the Vault client is connected"""
        return self.__client.connect()


[docs]    def close(self) -> bool:
        """Ensure we close the vault connection"""
        return self.__client.logout()


    def __del__(self):
        """When the object is destroyed make sure we close the connection to Vault"""
        return self.close()

[docs]    def write(self, obj: StoreObject) -> bool:
        """Given a StoreObject, store it into vault using mount/path/name == body,info

            :param obj: The StoreObject to persist
            :type obj: StoreObject
            :return: bool
        """
        return self.__client.upsert(obj)


[docs]    def read(self, path: str, name: str, type=None) -> StoreObject:
        """Using the provided path and name retrieve the data from the store and create a new StoreObject

            :param path: Store path to the object
            :type path: str
            :param name: Name of the object to retrieve
            :type name: str
            :param type: StoreObject type, if known
            :type type: str
            :return: StoreObject
        """
        try:
            certbody, certinfo = self.__client.read(path, name, type)
            cert = StoreObject(name=name,
                               path=path,
                               body=certbody['data']['data'],
                               info=certinfo['data']['data'],
                               type=type)
            cert._data = {'cert_body': certbody['data']['data'],
                          'cert_info': certinfo['data']['data']}

        except Exception as vex:
            logger.error(f'Failed to read StoreObject /{self.__client.mount}{path}/{name} {vex}')
            sys.exit(2)
        else:
            logger.info(f' Successfully read {cert.path_name}')
            return cert


[docs]    def find(self, pattern) -> list:
        """Search certificate info for a given search pattern

            :param pattern: Search glob pattern
                ex: *, abc.8x8.com, abc.8x8.com/*, 8x8.com/*
            :type pattern: str

            :return: list
        """
        return self.__client.search(rootpath='/', rootkey="", pattern=pattern, searchresults=[])
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  Source code for knox.certificate.cert

"""
Apache Software License 2.0

Copyright (c) 2020, 8x8, Inc.

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

https://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License."""
import ast
import datetime
import enum
import json
from binascii import hexlify

import validators
from cryptography import x509
from cryptography.hazmat.backends import default_backend
from cryptography.hazmat.primitives import hashes
from cryptography.hazmat.primitives.asymmetric import dsa
from cryptography.hazmat.primitives.asymmetric import ec
from cryptography.hazmat.primitives.asymmetric import rsa
from cryptography.hazmat.primitives.serialization import Encoding
from dynaconf import LazySettings
from jinja2 import Environment
from jinja2 import FileSystemLoader
from loguru import logger

from ..backend import StoreObject
from .cert_engine import CertDnsEngine


[docs]class Cert(StoreObject):
    """Object representation of a TLS certificate"""
    _body: str           #: String representation of private, chain and public portions of certificate as a map/json
    _info: str           #: Certificate details
    _data: {}            #: Combined body and info map
    _path: str           #: Objects stored using <mount><path><name><type>
    _policy: str         #: Vault access policy, gen from jinja template, explicit to instance of cert
    _mount: str          #: Based on certificate its mount is either KNOX_VAULT_MOUNT or KNOX_VAULT_MOUNT/client
    _file: object        #: Raw file contents of certificate
    _x509: x509          #: Parsed data object from raw file
    _common_name: str    #: Defaults to value from certificate
    _type: str           #: Certificate type identifier
    _jinja: Environment  #: Template engine

[docs]    class CertTypes(enum.Enum):
        PEM = 1
        DER = 2
        PFX = 3

[docs]        @classmethod
        def valid(cls, name) -> bool:
            return any(x for x in cls if x.name == name)



    PEM = CertTypes.PEM
    DER = CertTypes.DER
    PFX = CertTypes.PFX

    def __init__(self, settings: LazySettings, common_name=None) -> None:
        """Constructor for Cert"""
        self._settings = settings
        self._common_name = self.valid_name(common_name)
        self._body = ""
        self._info = ""
        self._type = ""
        super().__init__(name=self.name, path=self.path, body=self._body, info=self._info)
        self._jinja = Environment(loader=FileSystemLoader('templates'))
        self._tmpl_body = self._jinja.get_template('body_template.js')
        self._tmpl_info = self._jinja.get_template('info_template.js')
        self._tmpl_data = self._jinja.get_template('data_template.js')
        self._tmpl_policy = self._jinja.get_template('policy_template.js')

[docs]    def load_x509(self, path: str) -> None:
        """Given path to PEM x509 read in certificate

            :param path: File path to x509 PEM file
            :type path: str
        """
        self.type = Cert.PEM.name

        with open(path, mode='r+', encoding='utf-8') as fp:
            self._file = fp.read()
            self._x509 = x509.load_pem_x509_certificate(bytes(self._file, 'utf-8'), default_backend())

        """Generate data structures using custom Jinja2 templates"""
        self._info = ast.literal_eval(self._tmpl_info.render(cert=self))
        self._body = ast.literal_eval(self._tmpl_body.render(cert=self))
        self._data = ast.literal_eval(self._tmpl_data.render(cert=self))

        """Ensure raw file contents in public key, Jinja2 fails to parse if there are CR LF"""
        self.public = self._file

        """Match the objects common name to the true common name from the certificate and
        swap out '*' astrix for the keyword wildcard.
        If the certificate does not have a common name then use the user provided name
        """
        if 'commonName' in self._data['cert_info']['subject'] \
                and len(self._data['cert_info']['subject']['commonName']) > 0:
            self._common_name = self._data['cert_info']['subject']['commonName']
        else:
            logger.warning(f'Certificate {self.name} does not have a value for common name.')


[docs]    def policy(self) -> str:
        self._policy = self._tmpl_policy.render(cert=self)
        return self._policy


[docs]    def load(self, pub: str, key: str, certtype: enum.Enum = PEM, chain: str = None) -> None:
        """Read in components of a certificate, given filename paths for each

            :param pub: File name of public portion of key
            :type pub: str
            :param key: File name of private portion of key
            :type key: str
            :param chain: File name of intermediate certificates. Optional as they could be in pub
            :type chain: str
            :param certtype: Enum of certificate types [PEM=1, DER=2]
            :type certtype: Enum
        """
        if certtype == Cert.PEM.name:
            self.load_x509(pub)

        with open(key, mode="r") as key_fp:
            self._body['cert_body']['private'] = key_fp.read()

        if chain:
            with open(chain, mode="r") as chain_fp:
                self._body['cert_body']['chain'] = chain_fp.read()

        self._data['cert_body'] = self._body['cert_body']
        self._data['cert_policy'] = self.policy()

        if not validators.domain(self.name):
            logger.info(f'{self.name} appears to be a client/server certificate not a web/https certificate')


[docs]    @classmethod
    def valid_name(cls, value: str) -> str:
        """Some engines might have problems with astrix, as they are used for glob searching and or RBAC.
        Replace it with the key word 'wildcard'. This does not affect the actual certificate."""
        name = value.replace('*', 'wildcard')
        if validators.domain(name):
            return name
        else:
            return value


    @property
    def mount(self) -> str:
        if validators.domain(self._common_name):
            self._mount = f"{self._settings['KNOX_VAULT_MOUNT']}/"
        else:
            self._mount = f"{self._settings['KNOX_VAULT_MOUNT']}/client"
        return self._mount

    @property
    def policy_mount(self) -> str:
        if validators.domain(self._common_name.replace('*', 'wildcard')):
            self._mount = f"{self._settings['KNOX_VAULT_MOUNT']}/data"
        else:
            self._mount = f"{self._settings['KNOX_VAULT_MOUNT']}/data/client"
        return self._mount

[docs]    def subject(self) -> str:
        """Return the certificate subject details"""
        subj = {attr.oid._name: attr.value for attr in self._x509.subject}
        subj['alternativeNames'] = self.subjectaltnames()
        return json.dumps(subj, indent=8)


[docs]    def subjectaltnames(self) -> str:
        """Return Subject alternate names"""
        try:
            cert = self._x509
            ext = cert.extensions.get_extension_for_oid(x509.ExtensionOID.SUBJECT_ALTERNATIVE_NAME)
            return json.dumps(f'{ext.value.get_values_for_type(x509.DNSName)}')
        except Exception as ex:  # noqa E722
            return ''


    @property
    def type(self) -> str:
        return self._type

    @type.setter
    def type(self, value: str) -> None:
        if Cert.CertTypes.valid(value):
            self._type = value

[docs]    def issuer(self) -> str:
        """Return the certificate issuer details"""
        return json.dumps({attr.oid._name: attr.value for attr in self._x509.issuer}, indent=8)


[docs]    def validity(self) -> str:
        """Return the certificates dates of validity"""
        cert = self._x509
        return json.dumps({
            'not_valid_before': f'{cert.not_valid_before}',
            'not_valid_after': f'{cert.not_valid_after}',
        }, indent=8)


[docs]    def key_details(self) -> str:
        """Return characteristics of key used to generate the certificate"""
        cert = self._x509
        public_key = self._x509.public_key()
        key_info = {'size': public_key.key_size}
        if isinstance(public_key, rsa.RSAPublicKey):
            key_type = 'RSA'
        elif isinstance(public_key, dsa.DSAPublicKey):
            key_type = 'DSA'
        elif isinstance(public_key, ec.EllipticCurvePublicKey):
            key_type = 'ECC'
            key_info['curve'] = public_key.curve.name
        else:
            raise ValueError('Invalid key type.')
        key_info['type'] = key_type
        return json.dumps({
            'version': cert.version.name,
            'fingerprint_sha256': hexlify(cert.fingerprint(hashes.SHA256())).decode(),
            'serial_number': f'{cert.serial_number}',
            'key': key_info
        }, indent=8)


[docs]    def isValid(self) -> bool:
        """Check certificate validity period"""
        logger.trace(f'Is the date within the validity dates?\n\tNot valid after: {self._x509.not_valid_after}'
                     f'\n\tNow: {datetime.datetime.now()}'
                     f'\n\tNot valid before {self._x509.not_valid_before}')
        return self._x509.not_valid_after > datetime.datetime.now() > self._x509.not_valid_before


[docs]    @staticmethod
    def to_store_path(common_name: str) -> str:
        """Generate a backend store path based on the certificates common name
        www.example.com becomes /com/example/www

            :return: str
        """
        domainsplit = common_name.split('.')
        return "/" + "/".join(reversed(domainsplit))


    @property
    def name(self) -> str:
        self._name = self.valid_name(self._common_name)
        return self._name

    @property
    def path(self) -> str:
        if validators.domain(self.name):
            self._path = Cert.to_store_path(self.name)
        else:
            self._path = ''
        return self._path

    def __str__(self) -> str:
        return json.dumps(self._data, indent=4)

    @property
    def private(self) -> str:
        """Unless its a dict, its not loaded yet"""
        if isinstance(self._body, dict):
            return json.dumps(self._body['cert_body']['private']).replace('\n', '')
        else:
            return ""

    @property
    def chain(self) -> str:
        """Unless its a dict, its not loaded yet"""
        if isinstance(self._body, dict):
            return json.dumps(self._body['cert_body']['chain']).replace('\n', '')
        else:
            return ""

    @chain.setter
    def chain(self, value) -> None:
        if isinstance(self._body, dict):
            self._body['cert_body']['chain'] = value
            self._data['cert_body']['chain'] = value

    @property
    def public(self) -> str:
        """Convenience method for Jinja2 templates. Jinja2 does not process the string if it has carriage returns."""
        if self.type == Cert.PEM.name:
            return self._x509.public_bytes(Encoding.PEM).decode('utf-8').replace('\n', '')
        else:
            raise CertUnsupportedTypeException(type=self.type)

    @public.setter
    def public(self, value: str) -> None:
        if isinstance(self._body, dict):
            self._body['cert_body']['public'] = value
            self._data['cert_body']['public'] = value

[docs]    def info(self) -> str:
        return json.dumps(self._info['cert_info'], indent=4)


[docs]    def body(self) -> str:
        return json.dumps(self._body['cert_body'], indent=4)


    @property
    def data(self) -> str:
        """Content to persist, typically JSON"""
        return self._data

[docs]    def generate(self) -> None:
        """ Generate certificate for a given common name"""
        try:
            cde = CertDnsEngine(self._settings)
            certfile, chainfile, privkey = cde.call_provider(self._common_name)
            self.load(pub=certfile, key=privkey, chain=chainfile, certtype=Cert.PEM.name)
        except Exception:
            logger.error(f'Failed to generate certificate {self._common_name}')




class CertUnsupportedTypeException(Exception):
    """Exception raised for an unrecognized certificate type"""

    def __init__(self, type: str = None) -> None:
        self.type = type
        super().__init__()

    def __str__(self):
        return f'Unsupported certificate type: {self.type}'
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  Source code for knox.config.conf

"""
Apache Software License 2.0

Copyright (c) 2020, 8x8, Inc.

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

https://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

from dynaconf.loaders.vault_loader import list_envs
"""
import pkg_resources
from dynaconf import settings
from loguru import logger


[docs]class Conf:
    """Manage application settings"""
    _version: str
    log_level = "INFO"
    _banner = "\n______ __\n" \
              "___  //_/________________  __\n" \
              "__  ,<  __  __ \  __ \_  |/_/\n" \
              "_  /| | _  / / / /_/ /_>  <\n" \
              "/_/ |_| /_/ /_/\____//_/|_|\n"  # noqa: W605

    def __init__(self, loglevel=None) -> None:
        """Constructor for Settings"""
        if hasattr(settings, 'LOG_LEVEL'):
            self.set_loglevel(settings.LOG_LEVEL)
        if loglevel:
            self.set_loglevel(loglevel)
        self._version = pkg_resources.get_distribution("knox").version
        self._settings = settings
        logger.debug(f'{self._banner} 🏰 Knox version {self._version}\n')
        logger.debug("Settings managed with Dynaconf, learn more at http://github.com/rochacbruno/dynaconf")
        logger.debug(f'dynaconf loaded? {self._settings.configured}')

[docs]    @classmethod
    def log_filter(cls, record) -> bool:
        levelno = logger.level(cls.log_level).no
        return record["level"].no >= levelno


[docs]    @classmethod
    def set_loglevel(cls, level: str) -> None:
        cls.log_level = level


    @property
    def version(self) -> str:
        return self._version

    @property
    def settings(self) -> settings:
        return self._settings
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